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1. HEJIM U 3AJJAYHU OCBOEHMUS TUCHUIIJINHBI

e ocBOCHUSI AUCHHUIIJIMHBI:

OcHoBHOW  Tenpl0  OCBOEHHUs  aucuuIUmHbBl  «Pa3paboTrka w  IKcmuTyaranus
ABTOMATU3MPOBAHHBIX CHCTEM B 3alIUIIEHHOM HCIIOJHEHUN» sBiISeTcS (OpMHpOBaHHE Y
CTYJICHTOB 3HAHWHA O 3alIUIIEHHBIX aBTOMATHU3WPOBAHHBIX CHUCTEMaX, WX pa3padoTkKe u
sKkcrryaranuu. Kpome Toro, 1enbpio JUCHUIUIMHBI SIBJISIETCS pa3BUTHE B Ipolecce oOydeHus
CUCTEMHOT'O MBIIIICHUS, HEOOXOUMOTO JJIsi PEIICHUs 3a1a4 M0 00eCredeHrni0 He0OX0AMMOro
ypOBHS HH(GOPMALIMOHHON 0E€30MaCHOCTH aBTOMATU3UPOBAHHBIX CHCTEM.

3agaumn 0CBOEHUSI TUCHUIINHBI:

- U3y4YEHHE NMPUHILINIOB SKCIUTyaTallly 3aIUIIEHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM;

- OBJIAJICHUE CPEACTBAMH M METOAAMH MPOSKTUPOBAHHS U Pa3padOTKH 3alUIICHHBIX
ABTOMAaTU3UPOBAHHBIX CUCTEM;

- OBJAJEHHE CpPEACTBAMH M METOJAMH BBISBICHHUS W HEUTpalu3alld IMOMBITOK
HapylIeHHsI 0€30MaCHOCTU B KOMIIBIOTEPHBIX CETSX.

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OIIOII BO

Hucuummuaa «Pa3paboTka W JKCIUTyaTanusi aBTOMATH3UPOBAHHBIX CHCTEM B
3alIUIIEHHOM HUCIOJHEHUM» H3y4aeTcs B 8 ceMecTpe M OTHOCHTCS K 00s3aTeNIbHOM dYacTu
muciumiie - 6moka  b1.O  cmenmansHocTH  10.05.03  "HMHbopmanuonHas 06e30macHOCTb
ABTOMAaTU3UPOBAHHBIX CUCTEM".

Kypc yueOHOW TUCHUIUIMHBI TECHO YBS3aH C APYTUMU YYCOHBIMH JMCHIUILTMHAMH, B
nepByl0 ouepenp ¢ KypcamMu «Dusnka», «IJIEKTPOHUKA M CXEMOTeXHHKa», «bezomacHoCTh
OTIEPAITMOHHBIX cUCTeM», «OCHOBBI HH(POPMAIIMOHHON Oe3omacHoCTH», «MeToasl U CpeacTBa
3alUThl ©HOPMAIIMU OT YTEUKH IO TEXHUYECKHM KaHalam», «CHUCTeMbl M CeTH Mepenauu
uH(pOpMAaLIUNY, «SI3BIKK MPOTPAMMHPOBAHUS, TIO3BOJSIONIUMU MOHATH (PU3UIECKYIO CYITHOCTD
pa3paboOTKU U SKCIUTyaTallMK 3alUIIEHHBIX aBTOMAaTU3UPOBAHHBIX CHCTEM.

Jlyiss OCBOCHHUS TUCHUIUIMHBI CTYACHT JOJDKCH MMETh CIICAYIOIINE «BXOIHBIC) 3HAHWS,
YMEHHUSI, HABBIKU U KOMIIETCHIINU:

3HaHHE 0A30BBIX MOHATUH B 00MacTH (U3UKH, BEIYUCIUTEILHON TEXHUKH, dJEKTPOHUKH
U CXEMOTEXHUKH;

CIOCOOHOCTH MCIOJIh30BaTh HOPMATUBHBIE TIPABOBHIC TOKYMEHTHI;

CIIOCOOHOCTH aHATM3UPOBATH TPOOIEMBI U TIPOIIECCHI;

CIIOCOOHOCTh HCIIOJIb30BaTh OCHOBHBIE 3aKOHBI ©CTECTBEHHO-HAYYHBIX JUCIUIUIHH,
MPUMEHSTh METO/Ibl MATEMAaTHUYECKOTO aHAIN3a U MOAEITUPOBAHUS.

OcCHOBHBIC TIOJIOKEHUS NUCHUIUIMHBI HCIONB3YIOTCS B JaJbHEUIIEM MPU H3yUYECHUH
TakMX JUCHMIUIMH Kak: «besomacHocTs cereii OBMy»;, «ArTectanusgs  OOBEKTOB
uH(popmaTuzanuny»; « MHCTpyMEHTABHBIE CPEeICTBA KOHTPOJIS 3AIIUIICHHOCTH HH(OPMAIIII;
«CepTudukaius cpeacTB 3alTUThH HHPOPMALTHH.
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3. HEPEYEHD IIVTAHUPYEMBbIX PE3YJIbTATOB OBYUYEHMUSA
IO AMCIUMIIVIMHE (MOYJI10), COTHECEHBIX C IINTAHUPYEMbBIMH
PE3YJbTATAMU OCBOEHHS OBPA3OBATEJBbHOM TPOT'PAMMBI

[Ipomiecc wm3yueHus AUCHUIUIMHBI HaAmpaBieH Ha (OPMHPOBAHHUE CIEIYIONINX
KOMIIETEHIINN:
Kon )/ | HanMeHoBaHue | [lepeyeHb MUIAHUpPYEMBIX Ppe3yJbTATOB OOy4YeHHSI 10

peaiu3yeMoi KOMIIeTeH UM

AUCHUIIAHE (MOIYJII0), COOTHECEHHBIX ¢ HHIANKATOPAMH
JOCTHKEHHsI KOMIeTeHITHit

OIIK-9 - CnocoGen pemats | 3HATH:

3ajaud  Mpo(decCHOHANBbHOM | OCHOBHBIE 3a/1a4l MPO(eCCHOHABHOM ASSITENFHOCTH C YYETOM

JESATEeNbHOCTH  C  YYETOM | TEKYLIETO COCTOSIHUS " TEHICHIUI pa3BUTHS

TEKyIIer0  COCTOSIHMSL M | MHPOPMAIIMOHHBIX ~ TEXHOJIOTUH, CPEACTB  TEXHUYECKOU

TEH/ICHIINI pa3BUTUSI UHGOP- | 3aLIUTHI HH(OPMAIIMH, CETEH U CUCTEM Iepeaadn HH(OpMaIH

MAaIlMOHHEIX TEXHOJIOTHH, | YMeTh:

CpeAcTB TEXHUYECKOH | pemiaTh 3a1auu Npo(ecCHOHANBHOM AEATEIBHOCTH C YYEeTOM

3aluThl HH(OPMALIUY, CeTel | TeKYIIEero COCTOSIHUS u TEHCHIINH pa3BUTHS

" cHCTEM nepeaayn | UHQOPMAIIMOHHBIX ~ TEXHOJIOTUH, CPEACTB  TEXHUYECKOH

uHpopmanuu 3alUThl H(GOPMAIK, CETeH U CUCTEM Tepelaun
Baaners:

HaBBIKAMU pEIIeHMs 3a/1ad Mpo(ecCHOHAIBHON NeATeIbHOCTH
C YYETOM TEKYIIETO COCTOSIHUS W TEHICHIMHA pa3BUTHS
MH(OPMaLIMOHHBIX TEXHOJIOTUI

OIIK-10 - Cmocoben wuc- | 3HaTh:

M0JIb30BaTh CPEACTBA KPHI- | OCHOBHBIE CpeacTBa KpunTorpaduueckoit 3aIUTHI

Torpaduyeckoi 3amMThl | UHQOpMAIMM,  HUCIOJNb3yeMble  TpU  PEUICHWH  3a7a4y

nHpOpManuu TIPU peuieHUuU | MPOoPECCUOHATHHON IEATETLHOCTH

3a7a4 npoeCCHOHATIBHON | YMeThb:

NesITeIbHOCTH MPaBUIbHO HCIOJIb30BATh OCHOBHBIE CpeacTBa
Kpunrorpaguueckon 3amuThl MHGOpPMAIMM TpU  pEIICHUH
3aja4 npodeccnoHalbHOM 1eATeNbHOCTH
Baaners:

HaBbIKAMU TPABWJIBHOTO HCIOJB30BaHUS OCHOBHBIX CPEICTB
Kpunrorpaguueckon 3amuThl MHGOpPMAIMM TpPU  pEIICHUH
3aja4 npodeccuoHabHOM e TeNbHOCTH

OIIK-14 - Crnocoben | 3HaTh:

OCYIIECTBIISATh  pa3pabOTKy, | OCHOBHBIE YTIpoO3bl 0€30macHOCTH HWH(OpPMAIMU W MOJCTH

BHEAPEHHE W HKCIUIyaTalWIO | HAPYLIUTENS B aBTOMAaTU3MPOBAHHBIX CUCTEMaX

aBTOMAaTHU3HPOBAHHBIX Ymern:

CHCTEM C Y4eTOM TpeOOBaHUH | OCYHIECTBIATh pa3pabOTKy, BHEAPEHHE U OSKCIUIyaTalHUIo

Mo 3ammTe MHPOpPMAIUH, | aBTOMAaTU3UPOBAHHBIX CHCTEM C Y4Y€TOM TpeOOBaHUU IO

MIPOBOJIUTH HNOATOTOBKY | 3aIIUTe HWH(POPMALUHU, NPOBOAUTH IOATOTOBKY HMCXOIHBIX

UCXOIHBIX  JAHHBIX  JUISl | TAaHHBIX JUIS TEXHUKO-3KOHOMHUYECKOTO 000CHOBAHMS TUITOBBIX

TEXHUKO-3KOHOMHUYECKOTO IPOCKTHBIX PELICHUN

000CHOBaHUS NpoeKTHBIX | Biagers:

pereHuit HAaBBIKAMHM  OCYLIECTBICHHMS  pa3pabOTKH, BHEAPEHUS H
9KCITyaTalldd  aBTOMATHU3HPOBAaHHBIX CHCTEM C YYETOM

TpeOoBaHuil Mo 3amuTe HHPOpMAUU

dopma A

Crpannna 3u3 20




MuHmcTepcTBO HayKH M Bbiciero oopasoBanus PO
VY bSHOBCKHI TOCYJapCTBEHHbIH YHUBEPCUTET

®dopma

®-Paboyas mporpaMma 1o JUCHHUIUINHE

4. OBIIAA TPYJTOEMKOCTDb JUCIIAITJIMHBI

4.1. O0beM TUCHUILIMHBI B 3a49€THBIX eIUHHUIIAX (BCero) S.
4.2. O0beM IMCUMILUIMHBI 10 BUAAM YUeOHOi padoThl (B 4acax):

Bup yueonoii KoanuectBo yacoB (popma oOyueHusi _ ounasn )
padoThl
Bcero no niiany B 1.4. mo cemecTpam
8 cemecTp
KoHnrtakTHas
padora 90/90 90/90%
00yJaromuxcs ¢
penoaaBaTeneM
AyRuTOpHEIE 90/90 90/90*
3QHSITHS:
Jlexun 36/36 36/36*
IIpakTrueckue u
CEMHUHAPCKHE 18/18 18/18*
3aHSTHS
JlaGopaTopHbie
padors ) 36/36* 36/36*
(;1aGopaTopHBIA
MPAKTUKYM)
CamocrosiTenbHas 54 54
pabota
dopma TEKyIIEero -TectupoBanue
KOHTPOJISI 3HAHUN HA JICKIIHSIX;
U KOHTpOJNs ca- - BOIIPOCHI MpHU
MOCTOSITEIbHON 3amure gabopa-
paboTHI: TOPHBIX padoOT
TECTUPOBAHUE,
KOHTp. pa0oTa,
KOJUTOKBUYM,
pedepar u ap. (He
MeHee 2 BUJIOB)
Kypcosast pabota +
Bunnr
MIPOMEKYTOIHOMN IK3aMEH IK3aMeH
aTTeCcTalluu 36
(9K3ameH, 3a4eT)
Bcero gacos o 180 c 180 ¢
JUCITUILIINHE! HK3aMEHOM HK3aMEHOM

* B cinyyae HEOOXOIUMOCTH HCIOJB30BAHUSA B YYEOHOM IPOLIECCE YACTUYHO/MCKIIIOYUTEIHHO
JMCTAaHIMOHHBIX 00pa30BaTENBHBIX TEXHOJNOTMH B TaOnmIle uepe3 Cllell yKa3bIBaeTCs
KosimgecTBO yacoB padotsl [ITIC ¢ oOyuaronmucs Uit MPOBEACHUS 3aHATHH B TUCTAHIIMOHHOM
dbopmare ¢ MPUMEHEHHUEM SJIEKTPOHHOTO OOYYCHHS.

dopma A
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4.3. Conepskanne TUCHHUILINHBI (MoayJif.) Pacnpenenenne 4acoB mo reMamM u BUIaM
yueOHo# padoThI:

®opma o0yueHHs OuHas
Bcer .
o Bunapl yaeOHBIX 3aHATHI
Haspanue pa3nenoB u TeM
P AyauTOpHEIE Ca-
3aHATHSI MoOC-
3aHATHS B Tos dopma
- a6 HWHTEpaK- . TEKYIIETo
- . [T€Jb-
Jlek- paKT. labopa~) .m0t . KOHTPOJISI
HATHUA,| TOPHBI Has o
07071 34 | TOPHEIC dhopme 3HAHUI
ceMuHap| pabOThI pabo
-Ta
Pasznea 1. [IoHATHS ¥ CYIIHOCTD 3AMIUIIEHHBIX ABTOMATH3MPOBAHHBIX CHCTEM
1. OcuoBHple moHaTHS u | 10 4 2 4 | Tecter T1,

KJaccuuKanus 3anuIieH-HbIX
ABTOMATU3UPOBAHHBIX CUCTEM

2. OcHOBBI 3amuTel uWH- | 10 4 2 4 | Tector T2,
dbopmarii B 3ANIUIICHHBIX
ABTOMAaTU3UPOBAHHBIX CUCTEMAaX

3. Yrpo3er  Ge3omacHocTH | 16 4 2 4 6 | Tectrr T3,
uHpopManuu B 3aNIUIICHHBIX nab. pao. 1
ABTOMATU3UPOBAHHBIX CUCTEMAaX

4. IlIporpammHo-TexHuuec-kuit | 20 4 2 8 8 6 | Tectol T4,
YPOBEHB 3aIIUTHI nab. pao.
ABTOMATHU3UPOBAHHBIX CUCTEM 2-3

Pazgen 2. O0mue NpUHUMIIBI POEKTUPOBAHKMS M Pa3padO0TKM 3aIMIIEHHBIX
aBTOMATU3HPOBAHHBIX CHCTEM

5. OCHOBEI opranuzamuu | 10 4 2 4 | Tector T3,

paspaboTku 3anuiieHHbx AC

6. OOmue mnpuHIUNBl mpo-| 10 4 2 4 | Tectol T6,

€KTUPOBaHUs 3alUIeHHBIX AC

7. OcHoBbl  3kcmmyatanuu | 20 4 2 8 8 6 | Tector T7,

samueHasx AC nab. pab. 4

8. Kpunrorpapuyeckue mpo-| 16 4 2 4 6 | Tector T9,

TOKOJIBI obecrniedeHus nab. pab. 5

0e30MmacHOCTH

9. OcHOBBl agMuUHHUCTpUpOBa- | 32 4 2 12 2 14 | Tectsr T9,

Hust AC nab. pao.
6-7

Hroro: 144 | 36 18 36 18 54
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5. COAEP) KAHUE JUCHUIIJIMHBI (MOAYJIA)

Pazneun 1. IloHATHA ¥ CYHITHOCTD 3alIUINEHHBIX ABTOMATH3UPOBAHHBIX CHCTEM

Tema 1. OcHoBHBIE MOHATHS " Kjaaccupukanus 3alMIIEeHHbIX
aBTOMATU3HPOBAHHBIX CHCTEM

Knaccudukanus aBromarusupoBanHbix cucteM (AC). MH)opManmoHHble TEXHOJIOTHH,
ucnonb3dyembie B AC. XKuznennsrii mukin AC. OCHOBHBIC YIPO3bl 0€30MaCHOCTH WH(POpMaUK B
aBTOMATU3UPOBAaHHBIX cucTeMax. OTka3oycToiunBocTh AC.

Tema 2. OcHoBbI 3aUTHI UHGOPMANUM B 3aIMINEHHBIX ABTOMATH3HPOBAHHBIX
cucTeMax

[TonsTus nHpOpMaUK 1 HHPOPMAIIMOHHBIX pecypcoB. [IpeaMer 3amuTel HHPOPMAIIIH.
O6wexT 3amuTsl nHpopmanuu. [lonstue nndopmanronHoi 6e3onacHocTu. [ToHATHE TOTUTUKH
uHpopmanmonHot OezonacHocTH. [loHaTrne cucrembl 3ammTel wHGOpMaruu. OCHOBHBIC
MOJIOKEHHUS Oe30MacHOCTH aBTOMATHU3MPOBAaHHBIX CUCTeM. TpexsTamHas pa3paboTka Mep IO
obecrieueHnI0 0E30MaCHOCTH aBTOMATHU3MPOBAaHHBIX cucTeM. CTamus BBIpAaOOTKH TpeOOBaHMIA.
Cranus onpenenenus cnoco0oB 3amuthl. CTanus onpeaeneHus GyHKUUN, TPOLEyp U CPEICTB
0€30MacCHOCTH, peajln3yeMbIX B BHJI€ HEKOTOPHIX MEXaHHW3MOB 3alIUThl. OCHOBHBIC MPUHIUIIBI
oOecrieyenns WHGOpPMAIMOHHON Oe3omacHOCTH B aBTOMaTH3MpoBaHHOH cucteme (AC).
[IpuHIMIIBI, MO3BOJISIONIME peain30BaTh MnojoxkeHus no 3amute AC. [IpuHIMI CUCTEMHOCTH.
[IpuHIMn KoMIUIEKCHOCTH. [IpUHIAII HENPEPBIBHOM 3aAILUTHI.

Tema 3. Yrpo3sl 0€30MacHOCTH uHopmanumn B 3alIMIIEeHHbIX
aBTOMATHU3HPOBAHHBIX CHCTEMAX

[Tonsitue yrpo3sl OeszomacHocTu. [lonsitme araku. IloHsATHE 3JTOYMBITUICHHHKA.
Ucrounuku yrpo3. OKHO OmacHOCTH. ba3oBeie mNpu3HAKK Yrpo3 HH(POPMAIMOHHOM
6e3onacHoctu. Knaccudukamus yrpos. [JoctymHocts wHGOpManuu. Yrpo3a JOCTYHHOCTH.
LenoctHocts uHpopManuu. Yrpo3a HapymeHHs LEIOCTHOCTH. KoHHUIEeHIMaIbHOCTD
nHpopmaruu. YTpo3a HapylieHuss KOHPUACHIMAIBHOCTA. YTPpo3a pacKkpeiTus mapameTpoB AC.
Metonst  obecrieueHuss uHGOpManuOHHONW  Oe3omacHOCTH. CTPyKTypu3almus  METO/0B
obecrieuennst THHOPMAITMOHHOM 0€30MaCHOCTH. Y POBHU JIOCTYTIA K 3alUIaeMON WH(POPMAIIUH.
OCHOBHBIC HAamNpaBJIEHUS U METOAbl peaqu3ali yrpo3 HHPOPMALMOHHON Oe30MacHOCTH.
Knaccudukanus 310yMbIIIICHHUKOB.

Tema 4. IlporpaMMHO-TeXHHYECKHHl YPOBEHb 3alIUTHI ABTOMATH3MPOBAHHBIX
cucTeMm

[Toxxoxap! k obecrieuenuto 3amuThl HHPopmanuu. Cepuckl 6e3omacHocTH. OCHOBHBIE U
BCIIOMOTaTeNbHbIE CEepBUCHl Oe3omacHocTU. Buasl cepBucoB 0OezomacHocTu. [loHsATus
uacHTU(DHUKAINY, ayTeHTU(UKAIMA U aBTOPH3AIMK MOJIb30BaTenei. Buasl ayTeHTHU(UKALINN.
[TpoGiiema HazexxHON ayTeHTH(UKALIMU U MyTH ee pemieHus. CpeacTBa M METOAbl XpaHEHUs

ATAJOHHBIX  KOMMHA  ayTeHTU(HUKAIMOHHONH  uHpopmauuu.  Ilporokonmsl  mepenaun
ayTeHTHU()UKALIMOHHOM  MHpOpMaLMu 1O  KaHajaM  aBTOMAaTH3UPOBAaHHBIX  CETEHl.
Kpunrorpaguueckoe  obecrieueHne  ayTeHTHU(HUKAIMU  TIOJIb30BaTeNeH. [TaponbHas

ayreHTH(uKanua. Buapl mnaponbHOM ayreHTHQuKanuu. IlpemmymiectBa M HENOCTaTKH
napospHOW  ayTeHTU(UKanuu. [loBbIIIEHHE HAIEKHOCTH MAPOJILHOW — ayTeHTHU(UKAIUH.
CpencTtBa W METOABI 3allMTHl OT KOMIPOMETAllMM M Toa0opa maposei. buomerpudeckas
ayreHTH(ukanusa. OOmas cxema Ouomerpuueckod ayTeHTuuKanuu. IlpemmymiecTBa u
HEIOCTaTKU OMOMETpUYecKO ayTeHTu(uKanuu. JJOCTOMHCTBA U HEAOCTATKHU Pa3IMYHBIX CXEM
Oouomerpuueckoil ayreHTH(ukanuu. TpeGoBaHUS K 3alIUTE KOMIBIOTEPHONH HH(OpMAIUH.
OO0mue TMOoNOKEeHUs. XapaKTEPUCTUKH TOAXOJ0B K 3alUTEe KOMIBIOTEPHONW HH(POPMAIIHUH.
Knaccudukanus tpeboBanuii k cuctemam 3amuTsl. @opMann3oBaHHbIe TpeOOBaHUS K HAOOpY U
napameTrpaM MexaHu3MoB 3amuTsl. HeoOxoaumele TpeboBanus. JlONOIHUTENbHBIE TPEOOBAHUS.
dopmann3oBaHHbIe TPEOOBaHMS K 3aIIUTE WHPOPMALMU OT HECAHKIIMOHHMPOBAHHOTO JOCTYIIA.
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HopmaruBubie pokymentsl @OCTOK, perinaMmeHTHpylomIde 3aiuTy HHQOpMAmuu  OT
HECaHKIMOHUPOBAHHOTO nocTymna. dopMann3oBaHHbIe TPeOOBAaHUS K 3allUTE KOMIBIOTEPHOMN
uHpopmanuu AC. OCHOBHBIE TIOJACUCTEMBI U TPyl MeXaHu3MoOB 3amuThl AC. TpeboBanus k
3amuTe KOoHpuACHIHaIbHOW HMH(opManuu. TpeOoBaHUsS K 3alIUTe CEKPETHOW HH(POPMAIIHH.
Paznuuns TpeGoBaHUI M OCHOBOITOJIATAIOLINX MEXaHU3MOB 3aIUTHI OT HECAHKIIHOHUPOBAHHOTO
JOCTyTA.

Pazgen 2. OO0mme nNpUHOMNBI NPOCKTHPOBAHHUS M Pa3padoTKH 3alMINEHHBIX
aBTOMATHU3HPOBAHHBIX CHCTEM

Tema 5. OcHOBBI Opranusanum pa3padorku 3amumeHHbIx AC

[TocnenoBarensHOCT, W conepikaHue 3TarmoB paspabotku AC. Metomsl W cpeacTBa
pa3paboTKU aBTOMATH3MPOBAHHBIX CHCTEM M TOJCHCTEM OE€30MacCHOCTH aBTOMATHU3MPOBAHHBIX
cucteM. MeTtonbl U cpelicTBa obecredeHus: 0TKa30yCTOMYNBOCTH aBTOMAaTU3UPOBAHHBIX CHCTEM.
Kputepun onenxu 3anmmeHHoctTd AC. Metoabl obecnieueHus: HHPOPMAIMOHHON 6€30MIaCHOCTH
AC. Opranuzanus KOJUIGKTUBHON pa3paboTku mporpaMMHoro ooecneueHust AC.

Tema 6. O01mue NPMHIUNBI IPOCKTHPOBAHUSA 3alMIIeHHbIX AC

[IpoektupoBanue 3amumieHHbIx AC. Meroasl npoektupoBanus. CoaepkaHUE 3TaroB
npoekTupoBaHus. OCHOBBI BEIEHUS KOHCTPYKTOPCKOM JokyMeHTanuu. CTpykTypa u
coiepkaHue TexHudyeckoro 3amaHus. Iloctpoenne komrmuiekcHoW 3amuThl AC. OCHOBBI
NPOCKTHUPOBAHUS KOMIUIEKCHOH 3amuThl nHpopmannonHoi 6e3omacHoctu ot HCJI. Cpexnctsa
obecrieuenuss HanexHocTH 3ammineHHbIXx AC. Opranuzamnusi XpaHeHus uHopMmanud B
samuieHasx AC.

Tema 7. OcHOBBI IKCITYyaTAIUN 3alMIEeHHbIX AC

Atrecranuss AC no tpeboBanusM Oe3omacHocTH. CoJiep:kaHne OCHOBHBIX JOKYMEHTOB,
OTIpeAeISAIONINX LI, 3a/1a4H, MOPSIOK MpoBeaeHus arTecTaiui. OCOOEHHOCTH JKCILTyaTalun
AC Ha oObekTe 3amuThl. TpeGoBaHUS M PEKOMEHJAMH 110 3alUTe TOCYJapCTBEHHON TaltHBI U
MEepPCOHANBHBIX JaHHbIX Tpu padotre AC. Ilopsimok obecrnedeHus 3amuThl WHOOpPMAIUU TPU
skcruryataiu AC. Opranuzanusi TexHudeckoro oocmyskuBanus 3anuieHHbx AC. Cpenctsa
JIMarHocTupoBanus 3ammineHHbix AC. AnmapatHo-nmporpaMMHbie cpeactBa nuarHoctuku AC.
AnmnapaTHO-IpOTpaMMHBIE CpPEACTBAa KOHTPOJS (PYHKUMOHHUPOBAHHS OTAEIBHBIX 3IIEMEHTOB,
y3J10B, OJIOKOB.

Tema Ne 8. Kpunrorpadpunueckne nporokosnsl odecnedeHus 0e30MaCHOCTH

[IpoTokomnbl ayreHTH(UKAaIMKA Ha TpUKIaaHOM ypoBHE. [IpoTtokon Kerberos. [TpoToxosib
ayTeHTH(UKaIUU Ha TpaHcopTHOM ypoBHe. [Iporokon SSL/TLS. JlocTonHCTBa M HEAOCTATKU
ayTeHTU(UKAITUN Ha Pa3IMYHbBIX YpoBHIX Moaenu [ISO/OSI.

Tema Ne 9. OcHoBbI agMuHUCTpUpOBaHus AC

3anaun anMuHuctpupoBanus nojacucreM AC. Bzaumopeiicteue noacucrem AC. Cpencrsa

anmuauctpupoBanust AC. Hacrtpoiika cereBoil moacuctemsl 3amuineHHo AC. [lpuHuumb
¢dyHKIMOHUpOBaHUS HMH(OPMAIMOHHBIX cepBHcoB AC. VYcTaHOBKa M HAacTpoiika paboTh
nHpopMmaroHHBIX cepBucoB AC. Y aaneHHOe aIMIUHICTPUPOBaHNE KOMITOHEHTOB AC.

6. TEMBI IPAKTUYECKHUX U CEMUHAPCKUX 3AHATUI
6.1 IIpakTryeckue 3aHATHS HE IPEAYCMOTPEHBI yU€OHBIM IIAHOM JUCLUIUIMHBI.

6.2 TeMbI ceMMHAPCKHUX 3aHATHI:

Paznein 1. [loHATHA ¥ CYHIHOCTDH 3alIUINEHHBIX ABTOMATH3UPOBAHHBIX CHCTEM

Tema 1. OcHOBHBIC TOHATUSA U KiIacCU(DUKAIMS 3aIIUIICHHBIX aBTOMAaTHU3WPOBAHHBIX
cucrteM (cemuHap)

1. Knaccuduxanus aBroMmaTn3upoBaHHbIX cucteM (AC).

2. HudopmannoHHbIE TEXHOIOTHH, UCTIONb3yeMbie B AC.
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3. XKuznennsnii uuxn AC.

4. OcHOBHBIE YIpo3bl 0e30nmacHOCTH MHGOPMAIIUU B aBTOMAaTU3UPOBAHHBIX CHCTEMAX.

Tema 2. OcHOBBI 3aIIUTHI UH(POPMAIIMH B 3AIIUIIICHHBIX aBTOMAaTH3UPOBAHHBIX CUCTEMAX
(cemuHap)

1. INonstue uHpopmanoHHON Oe3omacHocTH. [loHATHE MONMUTHKH HHGOPMAIIMOHHON
0€30MacHOCTH.

2. Ilonatue cucrembl 3amuThl WHGopMauuu. OCHOBHBIE MOJIOKEHHUS 0€30IacHOCTH
ABTOMATHU3UPOBAHHBIX CHCTEM.

3. TpexatamHas pa3paboTka Mep Mo 00eCIeYeHHI0 0€30MaCHOCTH aBTOMAaTU3UPOBAHHBIX
CHUCTEM.

4. OcHOBHBIE  NpUHIMIBI  oOecrieuyeHHss  MHGPOPMALMOHHOM  0e30MacHOCTH B
aBToMaTu3upoBanHo cucreme (AC).

Tema 3. Yrpo3sl 6e3omacHOCTH MH(POPMALUU B 3aLIUIIECHHBIX AaBTOMATH3UPOBAHHBIX
cucreMax (CeMuHap)

1. IonsTue yrpo3st 6e3onacuoctu. [Toustue araku. [ToHITHE 3I0yMBIIITICHHUKA.

2. Uctounuku yrpo3. OkHO omacHocTH. ba3oBbie mpu3HaKu yrpo3 HWHGOPMAIMOHHON
0€30IacCHOCTH.

3. Knaccudukarus yrpos.

4. OcHOBHBIE METO/IbI 0OOecieueHus] HH(POPMAITMOHHON 6E€30MTaCHOCTH.

Tema 4. IIporpaMMHO-TEXHUYECKHI YPOBEHb 3AIIUThl aBTOMATHU3UPOBAHHBIX CUCTEM
(cemuHap)

1. Tlogxome! k obecrieueHnto 3anuThl nHGpopManuu. CepBUCH OE€30MTACHOCTH.

2. IousTust uneHTUGUKANNY, ayTEHTH(PUKAIMUT W aBTOPU3AIMH TOJIb30BaTenei. Busl
ayTeHTU(UKAITUH.

3. IIporokonbl  mepemayn  ayTeHTHPUKAMOHHON  HWHPOpMAIIMM IO  KaHallaM
ABTOMATHU3UPOBAHHBIX CETEH.

4. TpeboBaHUS K 3aIUTe KOMIIbIOTEepHON HHPOpMaruu. OOIIUe MOI0KEHUSL.

5. Paznuumst  TpeGoBaHMK W OCHOBOIIOJATAIOIIMX  MEXaHW3MOB  3aIIUTBI  OT
HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.

Pazgen 2. OO0mue NPUHOUNBI NPOEKTUPOBAHMS M Pa3padoTKH 3aIIMIIEHHBIX
ABTOMATHU3HPOBAHHBIX CHCTEM

Tema 5. OcHOBBI Opranu3anuu pa3padoTky 3amuiieHHbIXx AC (cemuHap)

1. INocnenoBaTenbHOCTD U COAEpIKaHUE TAnoB pa3padboTku AC.

2. Mertonbl U cpeacTBa pa3pabOTKH aBTOMATH3UPOBAHHBIX CHCTEM U IOJICHCTEM
0€30M1aCHOCTH aBTOMAaTHU3UPOBAHHBIX CHCTEM.

3. Meroasr u cpenctBa oOecreueHHs OTKa30yCTOMYMBOCTH aBTOMATH3MPOBAHHBIX
CHUCTEM.

4. Kpurtepuu orieHkH 3amuieHHocTu AC.

Tema 6. O01mye NpUHIMITBI TPOEKTUPOBaHM 3auieHHbIX AC (ceMuHap)

1. TIpoektupoBanue 3amuieHHbIX AC. MeTobl IPOSKTUPOBAHMUS.

2. CopepxaHue »dTanoB MpoeKTHpoBaHMs. (OCHOBBI BEACHHMS KOHCTPYKTOPCKOM

JOKYMEHTaI1H.
3. Crpykrypa u cofep:KaHhe TEXHUYECKOTO 3a/IaHMUsl.
4. Tloctpoenne komruiekcHOW 3amuThl AC. OCHOBBI NMPOEKTHPOBAHUSA KOMILJIEKCHON
3anuThl HH(popMaMoHHO# 6e3omacHoctu ot HC/I.

Tema 7. OcHoBBI 3KcIUTYaTanuu 3anuimeHabsx AC (cemuHap)

1. Atrecranus AC no TpeGoBaHUSM 0€30MaCHOCTH.

2. CopmepkaHle OCHOBHBIX JIOKYMEHTOB, OIPENENAIONUX LeNH, 33Ja4H, MOPSAO0K
MIPOBEJICHUS aTTEeCTaIUH.
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3. Ocobennoctu skcrryaraiuu AC Ha 0OBEKTE 3aIIUTHI.

4. TpeboBaHUs U PEKOMEHIAIIMHU TI0 3aIIUTE TOCYIaPCTBEHHON TalWHBI M MEPCOHATBHBIX
naHHbIX Tpu padote AC.

Tema Ne 8. Kpunrorpadguueckne mpoTokoisl ooecriedeHus 6€30macHOCTH (CeEMUHap)

1. IIpoTokoIbl ayTEHTH(PHUKAIIUN HA IPUKIATHOM YPOBHE.

2. Ilporokon Kerberos.

3. IlpoTokoiibl ayTeHTU(PHUKAIMK HA TPAHCIIOPTHOM YPOBHE.

4. Tlporoxon SSL/TLS.

Tema Ne 9. OcHoBbl anmuaHcTpupoBanus AC (ceMuHap)

1. 3amaun anmunuctpupoBanus noacucrem AC. Bzaumopericteue noacucrem AC.

2. CpenctBa anMuHuctpupoBanus AC.

3. Hactpoiika ceTeBoi noacuctemsl 3amuieHHon AC.

4. IMpuauunsl  QyHKUMOHUpOBaHUS HHpOpMannoHHbIX cepBucoB AC. VYcraHoBka u
HaCTpoiKa paboTel HHGOPMAITMOHHBIX cepBrCOB AC.

5. YpaneHHoe agMUHUCTpUPOBaHHE KOMIIOHEHTOB AC.

7. JABOPATOPHBIE PABOTHI (JABOPATOPHBIN MPAKTHKYM)

Pazneun 1. IloHATHA ¥ CYHIHOCTDH 3alIUINEHHBIX ABTOMATH3UPOBAHHBIX CHCTEM

Tema 3. OcHOBHbBIE  TOHATHA U KjJaccupukanMsa  3alIHIIEHHbIX
aBTOMATHU3HPOBAHHBIX CHCTEM

JlabopaTopHas padora Ne 1 (4 yaca). «<AHaau3 cereBoro Tpapuka (Wireshark)».

Lenbp pabGotbl: O3HaKOMIIEHHE C BO3MOXKHOCTSMHU MpPOTpamMM MepexBaTa U MPOCMOTpa
Tpaduka B ceTu.

Xox padoThI:

1. YcranoButs I10 Whireshark. /TuctpubyTnB MoxHO cKadaTh ¢ OOILIETO TUCKA!

\\nas\Distr

2. 3amyctuth Whireshark n HauaTh 3axBaT MakeTOB Ha Balllei ceTeBON KapTe.

3. OTKpBITh Opay3ep U MEePErTH 1o aapecy

http://www.lab24b.ulsu.local/

4. OrdunbTpoBaTh NMepexBayeHHbIC MAKEThl B COOTBETCTBUM C MPOTOKOJIOM M H3YYHTh
BCE 3aroJIOBKH MPOTOKOJIOB.

5. [TormpoOoBaTh MPONTH aBTOPU3AIMIO HA CaliTe YKa3aB MPOU3BOJIbHBIN JJOTHH U TTAPOJIb.

6. Haiitu B I10 Whireshart makeTs! aBTopu3aluy 1 MpoAEMOHCTPHPOBATH OTIPABICHHYIO
Ha cepBep MH(OPMAIIHIO, a TAK)KE OTBET CEpBepa.

7. 3aiiTH Ha BaIlly 3JIEKTPOHHYIO MTOYTY Ha JII0OOOM M3 BHEIIHUX cepBHUCOB (yandex, gmail,
mail u 1.p.). I[IponemoHCTpHrpOBaTh NepexBaT nakeToB. OOBSICHUTH Pa3HUILY.

Tema 4. IIporpaMMHO-TeXHHM4YECKMH YPOBEeHb 3alIUThl ABTOMATH3MPOBAHHBIX
cHUcTeM

JlaGoparopuass padora Ne 2 (4 yaca). «Ilosryyenue nHpopmMauuu 0 ycTpoiicTBe B
CeTH ».

Lenb pabotbl: O3HaKOMIIEHHE C BO3MOXHOCTSMHU YTHJIMTBI C OTKPBITBIM HCXOJHBIM
KOJOM JJIsI UCCJICIOBAHMS CETH U TIPOBEPKHU OE30MIaCHOCTH.

3aganue:

- IOJTyYUTh Bce paboTaromue ycTpoiicta B cetu 192.168.24.0\24;

- ONIPEACIIUTH OTKPHITHIC TOPTHI Ha cepBepe dc u mssql;

- Haiftu DNS cepsep;

- coctaBbTe crrcok Bcex MAC ampecoB 1abopaTtopu.
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JlabopaTopnasi padora Ne 3 (4 uaca). «lloayyenne mHpopManMM O JOMEHe
(WHOIS)».

Lenp paboter: O3HaKOMIIEHHE C BO3MOXKHOCTSMU CETE€BOTO MPOTOKOJIA MPUKJ/IAJLHOTO
YPOBH{, 6Gasupymoueroca Ha mnportokosie TCP. OcHOBHOe mNpuMMeHeHHe — IIOJIyYeHHe
pPEerucTpanMoOHHBIX JAHHBIX O BJaJesbliaX JOMeHHbIX UMEH, IP-afipecoB U aBTOHOMHBIX
CUCTEM.

3aganue:

- OnpenenuTb aBTOHOMHYIO ceTb AJs I[P afpeca: 3165290846.

- Y3HaTb BJajesblia canTa www.iptk.ru.

- Y3HaTbh HOMep aBTOHOMHOM CeTH.

Pazgen 2. OO0mue NPUHOUNBI NPOEKTUPOBAHMS M Pa3padoTKM 3alIMIIEHHBIX
aBTOMATU3UPOBAHHBIX CHCTEM

Tema 7. OcHOBBI IKCILTyaTANMH 3alMIIeHHbIX AC

JlaGoparopHasi padora Ne 4 (8 yacoB). «OCHOBBI MapPIIPYTH3ALMID).

Lenb paboter: Tlo3HaKOMHUTCS ¢ MapIIpyTH3aAIMeH MaKeTOB.

3aganue:

Hactpouts mapmpytusanuio Ha OC Linux qis obecnieuenus nocryna B Marepuer ¢ BM
Windows. (Hactpouts Linux st paboThl B Ka4ecTBE poyTepa)

Xon paboTsr:

Hactpolika BHyTpeHHEN C€TH BUPTYAJIbHBIX MAIIMH

1. Kondurypupyem HOBbIE CETEBbIE afanTepbl 000MX BUPTYAIbHBIX MAIIUH Ui pabOTHI
B oaHoi [P cetu. (3anpernieHo ucmnonas3oBarh cienyromniue cetu: 192.168.24.0/24, 10.2.0.0/16)

2. IlpoBepsieM TOCTYMHOCTb Ka)XAOr0 M3 KOMIbIOTEPOB 1o npoTokoiy I[CMP (nunryem
JIPYT JIpyTa).

3. BxirouaeM mapupyrtuzanuio [P

4. PaCKOMMEHTUPYEM CTPOUKHU

5. IlepesarpysxaeM MaluHy

6. IIpoBepsieM BKIIIOYEHA JIM MapUIPyTH3ALUs [TAKETOB

7. Nobasnsem npaBwiio s firewall, pazpematomee padoty NAT

8. Buumanue enp0s3 - Ha3BaHHE BaIlero cereBoro nurepgeiica. (Ykaxute nmpaBuibHOE
Ha3BaHUE)

9. Ha OC Windows ycranoBute B kauectBe 1uto3a [P agpec Bamero Linux cepsepa.

10. IIpoBepbTe MOCTYMHOCTH aapeca BHyTpeHHEH cetu madopaTopun 192.168.24.200

11. IlpoBepbTe nOoCTynmHOCTSH y3i1a ceTh MIHTepHeT www.yandex.ru

12. M3meHuTe mapameTphl CETH U 3arpy3uTe B Opay3epe cTpanuily www.yandex.ru

Tema Ne 8. Kpunrorpaguueckue npoTrokojbl odecriedeHus1 0€30MacHOCTH

JlabopaTtopnas paGora Ne 5 (4 w4aca). «3HAKOMCTBO C AaNnnmapaTHbLIMHU
MapLIIPYTU3ATOPAMM.

enp pabGoter: Ilo3HakomMuThcsi C paboToii cereBoro wuHTepdeiica Ha mpuMepe
MCIIOJIb30BaHUs allllapaTHBIX MapUIpyTH3aTOPOB.

B naboparopun yCTaHOBICHO HECKOJIBKO alMapaTHBIX MapIIpyTU3aTOPOB KOMIIAaHUH
Microtik.

Hoaxmouenue xk Microtik

IP anpeca mapumipyTu3aTOpoB CMOTPHU Ha CXeMe JIabopaTOpHH.
routerO1.1ab24b.ulsu.local
router02.1ab24b.ulsu.local
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router(03.1ab24b.ulsu.local
router04.1ab24b.ulsu.local

Xoa paGoTsl

B nanHOM mpumepe B KauecTBe BUPTyaIbHOM MamiHbI ucnoyib3dyercst Ubuntu 20 Linux
Server
Yepes [10 Winbox moaKIIOYUMCS K MapUIpyTU3ATOPY
OTKpOEM CIUCOK JOCTYITHBIX HHTEP(DEHCOB MapIIpyTH3aTOpa
N3yuum cBoiicTBa nntepdeiicos. [Tapamerpsl padoTsl mpoToKoioB L2
Obparum BHUMaHKE Ha nHTepdeiic Tuna bridge (ceTeBoii MOCT)
HacTpoiiku ceTeBbIX MOCTOB TPOU3BOAATCS B pa3zene Bridge.
Hactpoiika VLAN na Mikrotik
Hacrpoiika VLAN Ha BupTyasnpHBIX MamuHax VirtualBox

NSk -

Tema Ne 9. OcHoBbI agMuHUCTpUpOBaHus AC

JlabopaTopHas padora Ne 6 (6 yacoB). «U3yuenne Texnosoruu NAT».
Lens padoter: M3yuenne rexnonorun NAT3amganne Nel.

Xox paboTsr:

1. Bri6pats miis paboTel oguH U3 poytepoB Microtik

2. COpocuth Bce HaCTPOMKH BEIOpaHHOTO poyTepa. CMOTpH cTaThio: PesepBHOE
KONMPOBAHUE U BOCCTAHOBJEHHE HacTpoek Microtik

3. Hactpouts BupTyansayto MamuHy ¢ OS Linux B COOTBETCTBHHU C CXEMOM
paboTHI.

4. [Iponunarosars poyrep ¢ VM Linux u o6patHo

5. Jlo6aBuTth mpaBmiio NAT Tak, 4ToObI Bce KOMIbIOTEPHI ceTh 192.168.1YY.0\24

Mo paboTaTh ¢ cepBucamu B cetu 192.168.24.0\24, HanpumMep, 3aX0JUTh Ha CalT
www.lab24b.ulsu.local

6. [Moaxmounte VM Windows k cetu 192.168.24.0
7. [TpormuaroBath VM Windows ¢ VM Linux
8. 3amycTtuTh aHanu3atop naketoB Wireshark vra VM Windows u
MPOJIEMOHCTPUPOBATh padoty NAT.
9. ITocne ycrenHoi 1eMOHCTpalUy yCTaHOBUTh HACTPOUKHU pOyTepa Io-
YMOTYaHHUIO.
3aganue Ne2

1. Ha OC Linux ycranoButs Web cepBep Apache

2. Otkpoiite B 6paysepe Baul [P anpec. Bel JOKHBI yBHIETh IPUBETCTBEHHYIO CTPAHUILY
Apache2

3. Ilepeiinute B VM Windows u monpo0Oyiite oTkpsITh Bam [P aapec.

4. Hactpoiite mpaBuio TpaHcsiuu aapecoB NAT Tak, 4ToObI Balll cailT ObLT TOCTYTICH U3
ceru 192.168.24.0\24.

JlabopaTopHasi pabora Ne 7 (6 yacoB). «OcHoBbI padoThl IP cereii».

emu paGoThI:

— Onpenenuts MAC u IP anpeca xommnbtotepa B cetu Ethernet.

— HW3ydenue komany ipconfig u ping.

— Ilomyuyenue MHGOPMALIUU O HACTPOHKAX

3aganue Nel:

1. IMomyuynte MHPOPMALIUIO O TEKYIIEH KOHPUTYPALIH CETH.

2. TlokaxuTe ucnoap3yemslil ceTeBbIM anantepoM MAC aapec ycTpoicTBa.

3. Usmenutre MAC aapec B HacTpoiikax BUPTYaJIbHOW MalIMHBI ¥ IOCMOTPUTE KaK
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W3MEHUTCS KOHUTYpAIIUS CETH.
3aganue No2
1.OTKII0YUTE aBTOMATUYECKOE MOJTyYEHHE aJIPECOB.
2.Ycranosute [P agpec u3 cetn 192.168.38.0 mask 255.255.255.0
3. 1511 BTOpO# BUPTYaJIbHOM MAllIMHBl YCTAHOBUTE a/IpEC U3 TAKOU KE CETH.
4.Ycranosute pononauTenbHbIe [P aapeca na 06oux OC u3 cetn 192.168.48.0 mask
255.255.255.0
3aganue Ne3
[IponuHTOBaTH ip aipeca BalIuX BUPTYATbHBIX MAIIUH
Kaxxgast MammHa 10JKHA YCIIEIIHO TUHTOBATh APYTYIO MallluHy
Nzyunts Bo3mMoxHOCTH KOMaH 6l PowerShell
[TponiuHroBaTh JOMEHHBIE ajpeca:
yandex.ru
ya.ru
google.com
. google.ru
3amanne Ned
1. M3yuuTh BBIBOJ KOMaHJBI arp -a
2. OOwsicuuTh OYeMy He Bce [P anpeca mpucyTCTBYIOT B CIHCKE
3. M3y4yuTh BO3MOKHOCTU KOMaH/IbI
3aganne Ne5
VYcranoButh anpec nuo3a 192.168.32.1
IIponunurosars 10.2.0.1
OOBACHUTH PE3yIbTAT
YcranoButs aapec numo3a 192.168.24.100
[Iponmunarosars 10.2.0.1
. OOBsCHUTD pe3ynbTaT
3aganue Ne6
N3menuTts IP agpeca cepsepoB DNS.
192.168.24.100.
Beimonuuts nslookup ya.ru
BemonaauTs nslookup ya.ru 192.168.24.100
OOBSCHUTD PE3yNIbTATHI
10.2.0.1
Beimonuuts nslookup ya.ru
BeimoaauTs nslookup ya.ru 10.2.0.1
Brimonnauts nslookup www.lab24b.ulsu.local
OOBACHUTD Pe3yIbTaThI
8.8.8.8
BemoaauTs nslookup www.google.com
b. O6bACHUTH pe3yibTaThl

S
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8. TEMATHUKA KYPCOBbBIX, KOHTPOJIbHbBIX PABOT, PE®PEPATOB

8.1 KonutponbHble paboTsl W pedeparbl He NPEAYCMOTPEHBI Y4E€OHBIM IUIAHOM
JMCITUTIIMHBL

8.2 IlpuMmepHasi TeMaTHKa KypCOBBIX padoT:

1. IIpoGnemMbl SHEPreTHYEeCKOT0 CKPHITUS pedeBOil MHPOpPMAIMK B Teae()OHHBIX JTHHUSIX
CBSI3U Y MIPUHIIUIIBI UX PELICHUS.
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AHanu3 31eKTPOMAarHUTHBIX KaHAJIOB YTEUYKH UH(POPMAIIHH.
AHanu3 akyCTUYECKMX KaHAJIOB yTeUKU UH(OpMAIUH.
Ananus 3¢ (peKTUBHOCTH UCIIOTIB30BaHUS (PU3NUECKUX CPEJICTB 3aIUTHI.
[TpuHIMIIBI OOHAPYKEHUS U JIOKAIN3ALUHU PaJH03aKIaI0K.
CpaBHUTENBHBIN aHAIN3 XapaKTEPUCTUK CPECTB OOHAPYKEHUS paaH03aKIaI0K.
Onrtuueckre KaHaubl yTeUKd HHPOPMALMHU U UX JIOKATU3aLHUs.
Peanuzanus 3amuTel uHGOpMauu ot yreuku yepe3 [IDMUH.
9. IlpenorBpamieHue yTedku HHGOPMAIMK MO LEMSAM IEKTPOIIUTAHUS U 3a3EMIICHUSL.
10. Crioco0bl yBenu4YeHHUs AaJbHOCTH CKPBITHOTO HAOIIONEHUS B ONTHYECKOM BUIUMOM
1 nH(MpaKpacHOM Arana3oHax.

e A i

8.2.1 IIpaBuia opopmiieHus1 KypcoBbIX padboT

TpeGoBanust K KypcoBbIM paboTam il CTYJEHTOB OTPaKE€HBI B Y4eOHO-METOANYECKOM
nocobuu: MeTtoauueckue YyKa3aHHs [0 HAalMCAaHUIO KYpPCOBBIX M JUILUIOMHBIX pPaboT Juis
CTyAeHTOB cnenuaibHocTH «KommnbroTepHas 6e3omacHocTs» / A.C. Anapees, A.M. VBaH10B,
C.M. ParneeB.— VIILSIHOBCK: val'y, 2017. — 40 C.
URL:ftp://10.2.5.225/FullText/Text/Andreev_2017.pdf.

9. IEPEYEHb BOITPOCOB K DK3AMEHY
Knaccudukanms aromarusupoBanubix cucteM (AC)
WndpopmanoHHbIe TEXHOJIOTUH, UCTIOTIB3yeMble B AC
Kusaenneni mukia AC
OcHOBHBIE YTp03bl O€30MACHOCTH HH(OPMAIMK B aBTOMATU3HPOBAHHBIX CUCTEMAX
OrtkazoycroiunBocth AC
OcHOBHBIE TIOHATHS U KJIacCU(UKAIUS 3AIMUIIEHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM
[TonsaTus uadopmanuu 1 HHPOPMALMOHHBIX pecypcoB. [Ipenmer 3amuTel nHGOpMaK
[Tonsarue nHpopMaoHHOK O6e30IacHOCTH
. [lonarue nmonuTrku nHGOPMAITMOHHON 0€30MMaCHOCTH
10. Ionstue cucrembl 3ammThl uHGpopMarmu. OCHOBHbIE TOJOXEHHUA O€30IMacHOCTH
aBTOMaTH3UPOBAHHBIX CHCTEM
11. TpexsramHast pa3paboTka Mep IO OOECIEeYeHHIO O€30MacCHOCTH aBTOMATH3UPOBAHHBIX
cHCTEM
12. Cragust BeIpaOOTKU TpeOOBaHMIA
13. Cranust onpeiesieHusi ClIocOOO0B 3aIUThI
14. Cragus onpenenenuss GyHKUUH, MPOLERYpP U CPEACTB OE30MACHOCTH, PEAIN3yEMBIX B BUJIE
HEKOTOPBIX MEXaHU3MOB 3aIlUTHI
15. OcHoBHBbIE IPUHLINIIBI o0ecrieueHus MH(POPMAIIMOHHOMN 6e3omacHoOCTH B
aBTOMAaTU3UPOBAHHON CUCTEME
16. IlpuHUUIIBEL, TO3BOJIAIOIINE PEATU30BaTh MOJI0XKEHUS 10 3auuTe AC
17. ¥Yrpo3sl 6e30naCHOCTH HH(POPMALIUY B 3aIUIIEHHBIX aBTOMAaTU3UPOBAHHBIX CHCTEMaX
18. Ba3oBbie mpu3Haku yrpo3 nHpopmMannoHHoi 6ezonacHoct. Knaccudukanus yrpos
19. YpoBHH gocTyna K 3amuiaeMoil HHGopMaIuu
20. Toxxonsl k obecriedeHn o 3auuThl nHpopMmaru. CepBUCH 6E30MTACHOCTH
21. Buapr ayrenTudukamnuu. [Ipodiema HaiexKHOM ayTeHTH(UKAIIMK U ITYTH €€ PEeIIeHUS
22. CpezacrtBa 1 METOJbI XPAaHEHHUS ATAJOHHBIX KONUH ayTEeHTH(PHUKAIIMOHHON UH(OpMaIH
23. CpencTBa 1 METOBI 3AIIUTHI OT KOMIIPOMETAIIMH U MTOA00pa mapoei
24. TpeGoBaHus K 3aIIUTE KOMIIBIOTEPHONU HHPOpMALIUN
25. HopmatuBubie nokymentsl PCTOK, permameHTupyromme 3amuTy HWHpOpMauu oOT
HECAaHKIIMOHUPOBAHHOTO JOCTYIIA
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26. OCHOBHBIE MOJCUCTEMBI U IPYIIIBI MEXaHU3MOB 3aIuThl AC

27. TlocnemoBaTenbHOCTH U COJepKaHue 3TanoB pa3padbotku AC

28. MeTtozsl U cpescTBa pa3pabOTKH aBTOMATU3UPOBAHHBIX CUCTEM U MOJICUCTEM O€30MaCHOCTH
ABTOMATHU3UPOBAHHBIX CHCTEM

29. Metoasl U cpeiacTBa OOECIEYEeHUs OTKa30yCTOHYMBOCTH aBTOMATHU3UPOBAHHBIX CHCTEM.
Kputepun onenku 3amuimeHHoctd AC

30. Meroasl obecnieuenus nHpopmanronHoi 6ezonacHoctd AC. Opranuzanus KOJUIEKTHBHON
pa3paboTku nmporpamMmmHoro obecrneuenus AC

31. IIpoextupoBanue 3amuieHHbIX AC. OCHOBHBIE METOABI IPOEKTUPOBAHUS

32. OCHOBBI BEJICHHSI KOHCTPYKTOPCKON JTOKYMEHTAIUU

33. Crpykrypa 1 cofep>KaHue TEXHUYECKOTO 3a/IaHUs

34. Tloctpoenne komriuiekCHOM 3amuThl AC. OCHOBBI TPOCKTUPOBAHUS KOMILJIEKCHON 3alUThI
uHpopMannoHHoi 6e3zomnacHoctr or HC/J

35. Atrecranuas AC mo TpeboBanmsiM Oe3omacHOCTH. Cojep’kaHHE€ OCHOBHBIX JIOKYMEHTOB,
ONpEACIAIONX LIETH, 3a1a4H, TOPSIIOK IPOBEAEHUS aTTECTAL[UN

36. Ocobennoctu skcruryatanuu AC Ha 00BEKTE 3aIIUTHI

37. OpraHusanus TEXHHYECKOT0 00CTyKUBaHUA 3aMIeHHbIX AC

38. AmnmapaTHO-IIpOrpaMMHBIE CpeacTBa quarHocTUuku AC

39. IIpoTokobl ayTeHTU(DHUKAILIMH Ha IPUKIATHOM YPOBHE

40. TIpoToxoiibl ayTeHTH(UKAIIMKN HA TPAHCIIOPTHOM YPOBHE

41. JlocroMHCTBA M HEAOCTATKU ayTEHTU(PUKALIMK HA PA3IUYHbIX YpoBHAX Mozenu [SO/OSI

42. 3amaun anmuHuctpupoBanus nojcucrem AC. Cpencra anmuauctpupoBanus AC

43. Hacrpoiika cereBoi moacucTemsl 3amuiieHHon AC

44. Tlpuanmns! GyHKIIMOHUPOBAHUS HHPOPMAIIMOHHBIX cepBrUCcOB AC

45. YcraHOBKa U HacTpoiika paboThl HHPOPMAMOHHBIX cepBUCOB AC

46. YnaneHHOE aAMUHUCTPUPOBAHUE KOMITOHEHTOB AC

10. CAMOCTOSTEJIBHASA PABOTA CTYJAEHTOB

HasBanue pa3znenoB u tem | Bua camoctosiTenbHON O6bem B | Dopma KOHTPOJIS

paboThI gacax
Paszne 1. [loHATHS ¥ CYIHOCTH 3aIUIEHHBIX ABTOMATH3HPOBAHHBIX CHCTEM

Tema 1. OcHoBHble TOHS- | [ToAroTOBKA K JIEKIIUH, Tectbl nepen

THA U KjiaccuuKkamus | MOAroTOBKA K caayue 4 JIEKINEN, 3K3aMEH

3allUILIEHHBIX aBTOMATH3U- | SK3aMEHa

poBaHHBIX cucteM (AC)

Tema 2. OcnHoBbl 3amuThl | [ToAroToBKa K JIeKIUH, Tectbl nepen

nH(popMallud B 3allUIIEH- | OATOTOBKA K cllaye JIEKINEH, SK3aMEH

Hbix AC JK3aMeHa 4

Tema 3. VYrpossl | [Iogroroska k jekuuu, Tectsl epen

0€30MacHOCTH uHOOp- | MOArOTOBKA K CEMUHApY, JIEKIIMEN, BONPOCHI HA

Maruu B 3anuieHHeix AC | mabopaTopHbIM paboTam, 6 naboparopHoit
MIOATOTOBKA K cllaye pabote, sKk3aMeH
HK3aMeHa

Tema 4. Ilporpammuo- | [loaroroBka K JeKuuu, 6 Tectsl epen

TEXHUYECKUU YPOBEHb | MOATOTOBKA K CEMHMHApY, JIEKIMEHN, BONPOCHI HA

dopma A
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3amutel AC 71abopaTopHBIM paboTam, nabopaTopHOI

IMOATOTOBKA K CHa4e
JK3aMeHa

pabore, PK3aMeH

Pazgen 2. O0mue NpUHUMIIBI POEKTUPOBAHKMS M Pa3padOTKM 3aIMIIEHHBIX
ABTOMATHU3HPOBAHHBIX CHCTEM

IMOATOTOBKA K CHa4e
JK3aMeHa

Tema 5. Ocnogsl | [loaroroBka K JieKIuw, Tectbl nepen
OpraHm3ai  pa3pabOTKH | MOATOTOBKA K cllaye 4 JIEKIHUEeH, 3K3aMeH
samueHHeIx AC JK3aMeHa
Tema 6. O6uue npunnmmel | [ToaroToBKa K JIEKIUH, Tectsl iepen
MPOCKTUPOBAHUS MOATOTOBKA K cllaye 4 JIEKIHMEH, 3K3aMeH
samumeHHeIx AC JK3aMeHa
Tema 7. OcHoBbl 3kcmny- | [loaroroBka k Jekuuu, Tectsl Iepen
ataruu 3amunieHasprx AC MOATrOTOBKA K CEMUHApY, JIEKIIMEH, BOIIPOCHI HA
1abopaToOpHBIM paboTam, 6 naboparopHoit
MOJrOTOBKA K cljaue pabote, sKk3aMeH
HK3aMeHa

Tema 8. Kpunrorpa- | [ToaroroBka k JieKuuu, Tectsl iepen

bugeckue MPOTOKOJIBI | TOATOTOBKA K CEMHUHApY, JIEeKIMEH, BOMPOCKHI HA

obecrieueHrs 6€30MacHOCTH | JTabOpaTOPHBIM paboTam, 6 nabopaTopHOU
MOJTOTOBKA K cl1aue pabote, SKk3aMeH
JK3aMeHa

Tema 9. OcHoBbl aamuHu- | [ToAroToBKa K JIEKIIUH, Tectbl nepen

ctpupoBanusi AC MOArOTOBKA K CEMUHApY, JIEKIIMEH, BOIIPOCHI HA
1abopaToOpHBIM paboTam, 14 naboparopHoit

paborte, PK3aMeH

dopma A
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11. YYEBHO-METOJINYECKOE 1 HTH®OPMAIIMOHHOE OBECIIEYEHUE
TACIATLITAHBI

a) CniMcok peKoMeHyeMoil JIuTepaTyphbl:
OCHOBHasi

1. llanerun, B. ®. HWudbopmammonHas Oe30macHOCTh M 3amuTa WHOOpPMAIUU
/ ansrun B. ®@. - Mocksa: JIMK Ilpecc, 2014. - 702 c. - ISBN 978-5-94074-768-0. - Tekcr:
AJICKTPOHHBIN /l ObC "KoncynpTant CTyneHra': [caiiT]. - URL:
https://www.studentlibrary.ru/book/ISBN9785940747680.html

2. CyBopoBa, I'. M. MnadopmarnmornHas 0e30MacHOCTh : yueOHOE TocoOue s By30B /
I'. M. CyBopoBa. — MockBa : MWzmatensctBo  IOpaiit, 2022.— 253 c.— (Bricmee
obpazoBanue). — ISBN 978-5-534-13960-0. — Tekct : snextpoHHbld // OOpa3zoBarenbHas
iatdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/496741

3. BuykoB, A.A. Bammura wuHbopmaruu : ydyeOHOe mocoOue IS BY30B/
A. A. BuykoB. — 3-e u3n., mepepab. u gon. — MockBa : M3garensctBo HOpaiit, 2022. —
161 c. — (Boicmiee o6pazoBanue). — ISBN 978-5-534-07248-8. — TekcT : 37eKTpOHHBINA //
Oo6pazoBarenbHas matdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/490277

JAONMOJTHUTEIbHAaA

1 Munéxuna, O. B. HMHpopmannOHHbIE CUCTEMBI: TEOPETUUYECKUE TPEANOCHUIKH K
nocTpoeHuto: yued. mocodue / Munéxuna O. B. - HoBocubupck: U3a-so HI'TY, 2013. - 282 c. -
ISBN 978-5-7782-2220-5. - Tekct: snextponnsiii / 3BC "KoncynsTanT crynmenra: [cailT]. -
URL: https://www.studentlibrary.ru/book/ISBN9785778222205.html

2. Hexommepueckas nntepHeT-Bepeus CIIC "Koncynprantlnroc":

2.1 3akon Poccuiickoit ®enepaunu ot 21.07.1993 Ne 5485-1 «O rocymapCTBEHHOM
taitae». - URL: http://www.consultant.ru/document/cons_doc LAW 2481/

2.2 ®enepanbHbiii 3akoH oT 27 wmroms 2006 1. Ne 149 - ®3 «O6 wunpopmanuu,
UH(POPMALIMOHHBIX TEXHOJIOTHUAX u 0 3a1uTe UHPOPMALITN - URL:
http://www.consultant.ru/document/cons_doc LAW 61798/

2.3 JloktpuHa wuHpopMaMoHHON Oe3omacHoctu Poccuiickoit ®enepanuu  (Yka3
[Ipesunenta P® or 05.12.2016 N 646 "OO6 ytBepxnenun JloKTpuHBI WHGOOPMAITMOHHON
0€3011aCHOCTH Poccuiickoii Deneparun') - URL:
http://www.consultant.ru/document/cons_doc LAW 208191/

3. Mamok A.A., Beenenue B nuHGOpMAIIMOHHYIO 0€30MaCHOCTh: Y4eOHOe mocoOue s
By30B / A.A. Mamok, B.C. I'op6atoB, B.. Kopones u np.. [Tox pen. B.C. 'opbaToBa. - M.:
l'opsiuas nuuus - Temekom, 2011. - 288 c. - ISBN 978-5-9912-0160-5 - URL:
http://www.studentlibrary.ru/book/ISBN9785991201605.html

4. 3axapoBa, E. 5. Madopmanmonnsie cuctems! : y4e0. mocobue / E. f. 3axaposa, O. B.
Munéxuna - HoBocubupck : Uzn-sBo HI'TY, 2010. - 126 c. - ISBN 978-5-7782-1535-1. - TeKCT
anektporuslt  //  OBC "KoncynpTant  cryaeHta" : [caiir]. -  URL
https://www.studentlibrary.ru/book/ISBN9785778215351.html

yueOHO-MeTOoIuYecKast
1. HNBanmoB A. M. Meroaudeckue yKa3aHUs JUIsI CaMOCTOSATEIBLHONH pPaOOTHI

CTYI[GHTOB 110 OUCLHHUIIIINHE «Pa3pa60TI<a nu BKCHHyaTaI_II/ISI aBTOMaTI/I3I/IpOBaHHBIX CUCTEM B
3alIUIIEHHOM HMCIOJHEHUW» ISl CTYJEHTOB cnenuanuteTa no crneruaibHoctd 10.05.03 ounoit
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¢dopmbl 00yuenust / A. M. HUBannos; Yal'V, ®DMUNAT. - Yubsuosck: Yal'V, 2021. - 18 c. -
HeonybnukoBannsrii pecypce. - URL: http://lib.ulsu.ru/MegaPro/Download/MObject/1073 1

CornacoBaHo:
Benymwmit cnenanuct Hb Yal'V / Tepexuna JI.A. / \/Z'L/ /_04.05.2022 /
JIOJDKHOCTH COTPYAHUKA HAYYHOU OMOIHOTEKH (5[] MOJIHUCH

dopma A

Crpanuma 17u3 20


http://lib.ulsu.ru/MegaPro/Download/MObject/10731

MuHmcTepcTBO HayKH M Bbiciero oopasoBanus PO

o N ®dopma
VY bSHOBCKHI TOCYJapCTBEHHbIH YHUBEPCUTET

®-Paboyas mporpaMma 1o JUCHHUIUINHE

0) [IporpammHoe o0ecnieueHne
- onteparmonHas cpena OC Windows/ Anet PaGouas cranmus §;
- Microsoft Office / MoiiO¢duc CtanmapTHBIH.

B) [IpodeccuonanbHbIe 6a3bl JaHHBIX, HHPOPMALMOHHO-CIIPABOYHbIE CHCTEMbI

1. D1eKTPOHHO-0UO0JINOTEYHbIE CHCTEMBbI:

1.1. Hudposoit obpazoBarenbHbiii pecypc I[PRsmart : snexTpoHHO-OMOIMOTEYHAS
cucrema : caiir / OOO Kowmnanus «Ai Ilm Ap Menuay. - Caparos, [2022]. — URL:
http://www.iprbookshop.ru. — Pexxum moctyma: nmjsi 3aperucTpup. mojib3oBatenieid. - TeKcT :
AJIEKTPOHHBIN.

1.2. O6pasoarenshas miargopma FOPAUT : oGpasoBaTelnbHBI pecype, dIEKTPOHHAS
oubmuoreka : caiit / OO0 DneKTpoHHOE M3JATEITHCTBO FOPAMT. — Mocksa, [2022]. - URL:
https://urait.ru. — Pesxxum goctymna: yist 3aperucTpup. mojab3oBareiei. - TeKCT : 2IeKTPOHHBIH.

1.3. ba3za manubIx «OnekTpoHHas 6ubnuoreka rexundeckoro BY3a (OBC «KouncynbTant
CTYJIEHTa») : JJIEKTPOHHO-OMOMMoTeuHas cuctema : cailt / OOO Ilomutexpecypc. — MockBa,
[2022]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexum ngocryma: s
3aperucTpup. Mojap3oBaTenaei. — TEKCT : 3IEKTPOHHBIM.

1.4. KoHcynbTaHT Bpada. DIEKTPOHHAS MEIUIIMHCKAs OMOIMOTeKa : 6a3a TaHHBIX : CAWT /
OOO Beicmiasg MmKoia OpraHU3alMd M YIOPaBJICHUSA 3ApaBOOXpaHeHHEM-KOoMIIEeKCHBIN
MEAWIMHCKUI KoHcanTuHr. — Mocksa, [2022]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: JJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : 3JIEKTPOHHBIH.

1.5. bonpmias MegUIIMHCKass OUOINOTEKA : DIEKTPOHHO-OMOIMOTEUHAs CUCTEMA : CalT /
00O bykan. — Tomck, [2022]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum gocrymna:
JUISL 3aPETUCTPHUP. IOJIb30BaTeNIeh. — TEeKCT : 3JIEKTPOHHBIM.

1.6. OBC Jlansb : anekTponHO-O0ubOMMoTeuHas cuctema : cailt / OOO DBC Jlanp. — CaHKT-
[etepOypr, [2022]. — URL: https://e.lanbook.com. — Pexxum poctyma: s 3apeructpup.
nosib3oBaTenen. — TeKCT : 3JIEeKTPOHHBIM.

1.7. OBC Znanium.com : 3J1eKTpOHHO-OnOIMOTEUHas cucrema : caidt / OOO 3HaHuyMm. -
Mocksa, [2022]. - URL: http://znanium.com . — Pexum npoctyma : Uisl 3aperucTpup.
[I0JIB30BAaTENEH. - TEKCT @ AJIEKTPOHHBIN.

1.8. Clinical Collection : Hayuno-undopmarmonHas 6aza maaasix EBSCO // EBSCOhost
: [mopran]. — URL: http://web.b.ebscohost.com/ehost/search/advanced?vid=1&sid=9f57a3el-
1191-414b-8763-e9782819f7e1%40sessionmgrl02 . — Pexum jgoctyma : il aBTOPH3.
[I0JIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.

1.9. baza nannbix «Pycckuii Kak HHOCTPaHHBINY : JIEKTPOHHO-00Pa30BaTEIBHBIN PeCypC
JUTsE UHOCTpaHHBIX cTyneHToB : caiit / OOO Kommnanus «A# Ilu Ap Meaua». — Capatos,
[2022]. — URL: https://ros-edu.ru. — Pexxum moctyna: Jyisi 3aperucTpup. mojib3oBateneil. — TekcT
: DJICKTPOHHBIMN.

2. KoncyasTantlliaroc [DrnekTpoHHBIN pecypc]: cipaBodHas mpaBoBas cuctema. /000
«Koncynprant ITnrocy - DnektpoH. naH. - Mocksa : Koncynsrantllnoc, [2022].

3. ba3bl JaHHBIX NEPUOTUYECKUX U3TAHUI:

3.1. ba3a ngansbIX nepuonnyeckux m3ganuii EastView : snextponHbie )ypHabl / OO0
NBUC. - Mockga, [2022]. — URL: https://dlib.eastview.com/browse/udb/12. — Pexxum nocryna :
JUISL aBTOPHU3. TIOJIb30BATENE. — TEKCT : 3JIEKTPOHHBIN.

3.2. eLIBRARY.RU: nayunas snexktpoHHas Oubnuoreka : cadt / OOO Hayunas
OnekrponHas bubnmoreka. — Mocksa, [2022]. — URL: http://elibrary.ru. — Pexxum noctyna : ans
aBTOpH3. MOJIb30BATENEH. — TEKCT : AJEKTPOHHBIN

3.3. DnexrponHas Oubmmoteka «M3narensckoro noma «I'pedbennukoB» (Grebinnikon) :
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®-Pabovast mporpamMma o JUCIUILIHHE
anekTpoHHass Oubmuoreka / OOO W] I'pebennukoB. — Mocksa, [2022]. — URL:

https://id2.action-media.ru/Personal/Products. — Pexxum moctyna : st aBTOpHU3. TOJIH30BATENCH.
— Tekcr : 3JEeKTPOHHBIN.

4. @enepanbHasi rocyaapcrpeHHasi mHpopmanmuoHHass cucreMa «HanumoHanbHas
3J1eKTPOHHAas OMOJIHOTEKA) : AIIeKTpoHHast Oubmmnoreka : caiit / ®I'BY PI'b. — Mockaa, [2022].

— URL: https://H30.pd. — Pexxum noctyna : i mojap3oBareneid HayqYHo OnOamoTeku. — TeKcT :
JJIEKTPOHHBIN.
5. SMART Imagebase : HayuHo-uHGopManmonHas 0a3a nanHelx EBSCO // EBSCOhost
[mopran]. — URL: https://ebsco.smartimagebase.com/?TOKEN=EBSCO-

1a2ff8¢c552a76d8229047223a7d6dc9c&custid=s6895741. — Pexxum nmoctyma : It aBTOPH3.
nojb3oBaresei. — M3o00paxkeHue : 3eKTpOHHBIE.

6. @PenepanbHble HHGOPMALMOHHO-00Pa30BaTeIbHbIE OPTAJIbI:

6.1. EqnHoe OkHO JoCTyma K 00pa3oBaTeldbHBIM pecypcaM : (enepalbHbIi mopran . —
URL: http://window.edu.ru/ . — TeKCT : 2JI€KTPOHHBIH.

6.2. Poccuiickoe obpazoBanue : penepanbuelii mopran / yupeaurenb OI'AY «DULTO».
— URL: http://www.edu.ru. — TeKkcT : 2JIeKTpOHHBIH.

7. O6pa3oBaresibHbIe pecypebl Yal'y:

7.1. DnexTponHas oubnuoreyHas cuctema Yil'yY : Mmoaynb «DIeKTpoHHAs OMOIHOTEKa»
ABUC Mera-ITPO / OO0 «Jlara Dkcmpeccy». — URL: http://lib.ulsu.ru/MegaPro/Web. — Pexxum
JIOCTYTIA : JIS TIOJIb30BaTeNield HayqYHOU OMOMHOTeKH. — TEKCT : AJeKTPOHHBIH.
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VY bSHOBCKHI TOCYJapCTBEHHbIH YHUBEPCUTET

®-Pabovast mporpamMma o JUCIUILIHHE

12. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHUE JJUCIHUIIJINHbI:
AyauTopun Ui TIPOBEACHUS JICKIIUHA, CEMHUHAPCKUX, JTA0OpATOPHBIX 3aHATHN: 2/26,
3/316, 3/317, 2/246.
Ayautopus 2/246 yKOMIUIEKTOBaHA CICIHAIM3UPOBAHHOW MeOenblo, yueOHOM TOCKOH,
HMCIOTCA MYJIbT My.HBTHMGI[HﬁHBIG cpeacrBa: KOMIIBIOTCPp W TMPOCKTOP, HUCHOJB3YIOTCA
MynbTUMeAniTHBIE TexHonoruu. MS Office, Internet Explorer, Power Point, MS Excel.

13. CIIEIMAJIBHBIE YCJOBUA JJIS1 OBYUYAIOIIUXCA
C O'PAHUYEHHBIMU BO3MOKHOCTSAMMU 3/10POBbS

B cinyuae HeoOXogumocTH, oOydarolMMcs W3 4YMClIa JIML € OrPaHUYEHHBIMU
BO3MOXHOCTSIMH 3/10pOBbsSI (110 3asBJICHUIO OOYyYaromMMCS) MOTYT MpeajaraTbCs OJHU U3
CIEAYIOUIMX BapUaHTOB BOCHPUATHS MH(MOPMAIMM C YYE€TOM HUX MHIUBHIYaJIbHBIX
NCUXO(PHU3UUECKUX BO3MOKHOCTEH:

— NI JMI ¢ HapyUIeHHeM 3peHus: B (GopMe DIIEKTPOHHOIO  JTOKYMEHTa,
WH/IMBU/yallbHbIe KOHCYJbTAllUU C MPUBJICUEHUEM TU(IIOCYPIONEPEBOAUNKA, HHANBUYaIbHbIE
3aJaHMsI 1 KOHCYJIbTAIHS,;

— JUIS JIMII ¢ HAapyIIEHHEM CiIyXa: B (popMe 3JIeKTPOHHOTO JJOKYMEHTa, MHIUBUAYalIbHbIC
KOHCYJIbTAllMM €  TPHUBICYEHUEM CypAONEPEBONYMKA, HWHAWBUAYAJIbHbIE 3aJaHud W
KOHCYJIbTAIHS,

— JUI JIML C HapylIEHHEM OIOPHO-IBUTATEIILHOTO ammapara: B (opMe 3JIEKTPOHHOTO
JIOKYMEHTa, UHIUBUAyaJIbHbIC 331aHUS U KOHCYJIbTALUS.

B cirydae HE00X0IMMOCTH HCIOJIb30BaHUs B y4eOHOM nporecce
YACTUYHO/UCKIIIOUUTENBHO JUCTAHIMOHHBIX 00pa30BaTeIbHbIX TEXHOJIOTUH, OpraHU3alusl
pabotsr IIIIC ¢ oOyuarommmucs ¢ OB3 u MHBamMAaMu NpeayCMaTpUBACTCS B DJICKTPOHHOMN
MH(POPMALIMOHHO-00pa30BaATENbHOM Cpefie C YYeTOM UX HHAMBUAYAIBHBIX MCUXO(PU3NUYECKUX
0COOCHHOCTEH.
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Hpnnoxenne 1
0) lporpammuoe obecneuenne: MoitOduc Cranmaptaerii, AnpT Pabouas cranmms 8.
8) Ilpogheccuonanvrvle 6azvl OAHHBIX, UHDOPMAYUOHHO-CHPABOUHBLE CUCTIEMDL
1. D1eKTPOHHO-0HUOJIMOTEYHbIE CUCTEMBI:
1.1. Lludposoii oOpazoBatenbHblii pecypc [PRsmart : anexTpoHHO-0MOIMOTeUHast CUCTEMa : CaiT /
00O Komnanus «Aii [Iu Ap Meauay. - Capatos, [2023]. — URL: http://www.iprbookshop.ru. —
Pexxum mocTyna: Jyisi 3aperucTpup. Nojb30oBaTeNe. - TeKCT : 2JIEKTPOHHBIH.
1.2. O6pasoBatensHas miathopma FOPANT : 06pasoBaTeNbHbIil pecype, SeKTPOHHAs GHOIMOTEKa
caittr / OO0 Dnexrponnoe u3natenbetBo «IOPANTY. — Mocksa, [2023]. - URL: https://urait.ru. —
Pexxum goctyna: anist 3aperucTpup. Mojap30BaTene. - TEKCT : 3eKTPOHHBIMN.
1.3. baza nanubIx «OnekTpoHHas oudmmoTeka Texanaeckoro BY3a (OBC «KoucynbTaHT cTyneHTay)
: AIEKTPOHHO-OnOmMoTeuHas cucrema : caiit / OO0 «Ilomurexpecype». — Mocksa, [2023]. — URL:
https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum poctyna: s 3aperucTpup. MoJb30BaTeIICH. —
TekcT : 2JeKTPOHHBIN.
1.4. KoncynbTanT Bpaya. DIeKTpOHHAs MeAMLIMHCKas Onbanoreka : 6a3a naHubix : caidt / OO0
«BpIcmIas 1IKoJla OpraHU3alyy U yIPaBIeHUs 31paBooXpaHeHneM-KoMIIeKCHbIN MeUIUHCKHIA
KoHcanTUHT». — Mocksa, [2023]. — URL: https://www.rosmedlib.ru. — Pexxum goctyna: ajs
3apETUCTPUP. MOJTB30BaTENEN. — TEKCT : IIEKTPOHHBIMN.
1.5. Bonpuras MmeaumHCKast OMOIMOTEKA : AIEKTPOHHO-O0MOIIMoTeyHas cucremMa : caiit / OO0
«bykam». — Tomck, [2023]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum moctyma: as
3apETUCTPUP. MOJIb30BaTENEN. — TEKCT : IIEKTPOHHBIMN.
1.6. OBC Jlansb : anekTpoHHO-O0MOIMoTeuHas cucreMa : caiit / OO0 DBC «Jlanby. — CaHKT-
[TerepOypr, [2023]. — URL: https://e.lanbook.com. — Pexum noctyna: ajs 3aperucTpup.
nosib3oBaTeneil. — TeKCT : 3eKTPOHHBIM.
1.7. 9bC Znanium.com : 3JeKTpOHHO-01OIMOTeuHas cuctema : cailt / OO0 «3nannmym». - Mockaa,
[2023]. - URL: http://znanium.com . — Pexxum goctymna : i 3aperucTpup. nonb3osareneil. - Teker :
3JIEKTPOHHBIN,
2. Koncyasrantlliaroc [DnexkTpoHHBIN pecypc]: cipaBodHas npaBosas cuctema. / OO0
«Koncynperant [Imoc» - DnextpoH. aad. - Mocksa : Koncynsrantlmroc, [2023].
3. ba3bl JaHHBIX IEPHOUYECKUX U3TaAHMIA:
3.1. eLIBRARY.RU: nayunas snextponHas oudimoreka : caidt / OOO «Hay4nas DnexkTpoHHas
bubmmotekay. — Mocksa, [2023]. — URL: http://elibrary.ru. — Pexxum mocTyma : 1j1s aBTopus.
Moab30BaTeNeN. — TeKCT : 3IEKTPOHHBIN
3.2. Dnektponnas 6ubanoreka «M3mgarensckoro noma «I'pedennukoBy (Grebinnikon) : anekTpoHHAs
o6ubamnorexa / OO0 U] «I'pebennnkon». — Mocksa, [2023]. — URL: https://id2.action-
media.ru/Personal/Products. — Pexwum moctyna : 1uist aBTOpuU3. MoJib30BaTeNne. — TeKcT :
SNIEKTPOHHBIN,
4. ®enepanabHasi rocyaapcTBeHHasi nHpopManuoHHnas cucrema «HanmonaabHasi 3J1eKTpOHHAsA
0uGamoTeKay : dIIeKTpoHHas oubnmoteka : caiit / ®I'BY PI'B. — Mocksa, [2023]. — URL:
https://H30.pd. — Pexxum gocTtyma : ajis mojab3oBaTesiell HayqIHoi OuOmmoTeku. — TekcCT :
3NIEKTPOHHBIN.
5. Poccwuiickoe oOpa3oBanue : ¢peaepanbubiii moptan / yupeaureiab PIAY «OUITO». — URL:
http://www.edu.ru. — TekcT : 3JEeKTPOHHBIH.
6. DaexTpoHHas Oubamoreynas cucrema Yal'y : mogyns «OnekrtpoHHas 6ubinorexka» ABUC
Mera-ITPO / OO0 «/lata Dxcnpeccy. — URL: http://lib.ulsu.ru/MegaPro/Web. — Pexum noctynaasns
noJjb30Bareneil HayuHoi OubinoTeku. — TeKCT : 3eKTPOHHBIH.
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MpunoxkeHue 2
6) NporpammHoe o6ecneyeHmne: MonOduc CtaHaapTHbIN, AnbT Paboyasa ctaHuma 8.
8) [Ipogheccuonanvhvie bazvl OGHHBIX, UHDOPMAYUOHHO-CNPABOYHBLE CUCTHIEMbL

1. D1eKTPOHHO-0UO0JINOTEYHbIE CHCTEMBbI:
1.1. Ludposoii o6pazoBaTenbHbIi pecypc IPRsmart : snekTponHo-0nbIMoTeUHAS cCHICTEMa

cair / OOO Kowmnanus «Ai Ilm Ap Mengua». - Caparos, [2024]. — URL:
http://www.iprbookshop.ru. — Pexxum moctyma: nmjsi 3aperucTpup. mojib3oBarenieid. - TeKcCT :
AJIEKTPOHHBIN.

1.2. O6pasoarenshas miargopma FOPAUT : oGpasoBaTelnbHbI pecype, dIEKTPOHHAS
oubmuoreka : caiit / OO0 DneKTpoHHOE M3JATEIHCTBO FOPAMT. — Mocksa, [2024]. - URL:
https://urait.ru. — Pesxum goctymna: yist 3aperucTpup. mojab30Bareie. - TeKCT : 2IeKTPOHHBIH.

1.3. ba3za manubIx «OnekTpoHHas 6ubnuoreka rexundeckoro BY3a (OBC «KoncynbTant
CTYJIEHTa») : JJIEKTPOHHO-OMOMMoTeuHas cuctema : cailt / OOO Ilonutexpecypc. — MockBa,
[2024]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum nocrymna: st 3aperucTpup.
nosib3oBaTenen. — TeKCT : 3IEeKTPOHHBIM.

1.4. KoHcynbTaHT Bpada. DIEKTPOHHAS MEIUIIMHCKAst OMOIMOTeKa : 6a3a TaHHBIX : CAWT /
OOO Beicmiasg MmKoia OpraHU3alMd M YIOPaBJICHUSA 3ApaBOOXpaHeHHEM-KOoMIIEeKCHBIN
MEAWIMHCKUI KoHcanTuHr. — Mocksa, [2024]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: JJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : 3JIEKTPOHHBIN.

1.5. Bonpmast MeauuuHCKas OMONIMOTEKA : NEKTPOHHO-OMOINOTEYHAs CUCTEMA : CalT /
00O bykan. — Tomck, [2024]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum gocrymna:
JUISL 3aPETUCTPHUP. IOJIb30BaTeNIeh. — TEeKCT : 3JIEKTPOHHBIM.

1.6. OBC Jlansb : anekTponHO-O0ubIMoTeuHas cuctema : cait / OOO DBC Jlanp. — CaHKT-
[TerepOypr, [2024]. — URL: https://e.lanbook.com. — Pexxum noctyma: mjis 3aperucTpup.
nosib3oBaTenen. — TeKCT : 3JIEKTPOHHBIM.

1.7. O3BC Znanium.com : 3JeKTpPOHHO-OMOIMOTeUHas cucreMa : cait / OOO 3HaHuyM. -
Mocksa, [2024]. - URL: http://znanium.com . — Pexum ngocTyma : Il 3aperucTpHp.
[I0JIB30BAaTENEH. - TEKCT : JJIEKTPOHHBIN.

2. KoncyastantIlinoc [DnekTpoHHBIN pecypc]: cipaBouHas mpaBoBas cuctema. / OO0
«Koncynprant ITnrocy - DnekTpon. naH. - Mocksa : Koncynsrantllnoc, [2024].

3. ba3bl nanHbIX nepuoanyveckux uzaanuii: eLIBRARY.RU: HayuyHast snexkTpoHHas
o6ubmuoteka : caiitr / OOO «Hayunas Dnexktponnas bubmuoreka». — Mocksa, [2024]. — URL:
http://elibrary.ru. — Pexxum qoctyrma : Juist aBTOpHU3. MOJIb30BaTeneid. — TeKCT : 3JIeKTPOHHBIN

4. ®enepanbHasi rocyaapcrBeHHass mHpopmanuoHHasi cucreMa «HanuonaabHas
JIEKTPOHHAasi 0M0JIMOTEKa) : dIeKTpoHHAs oubmmoTeka : caiit / ®I'BY PI'b. — Mocksa, [2024].
— URL: https://H36.pd. — Pexxum goctyna : s nmoiap3oBaresei HaydHoi O0MOanoTeku. — Tekcr :
3JIEKTPOHHBIMN.

5. Poccuiickoe o0pa3oBanue : ¢penepanbHbiil nopran / yupeaurenb GIAY «DULTO». —
URL: http://www.edu.ru. — TekcT : 37€KTPOHHBIMA.

6. DnexkTponHas OubdMoTeyHas cucrema Yal'V : Moaynb «OJeKTpOHHAS

ouommorexkay ABMC Mera-ITPO / OOO «Jlata Okcnpecc». — URL:
http://lib.ulsu.ru/MegaPro/Web. — Pexxum noctyna : s mosibp3oBareneil HayqHOW OMOIHMOTeKH. —
TeKCT : AIEKTPOHHBIN.
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